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ABSTRACT

With the cyber incidents increasing every year, opinions are being raised that legal system relating to incident reporting
needs to be revised to improve the cyber incident reporting rate, etc. Accordingly, this paper suggests a legal improvement
to enhance the effectiveness of cyber incident reporting. First, by analyzing domestic media coverage, this paper defines the
problems which need to be improved regarding an incident reporting system as “unreported” and “not timely reporting”.
Then, this paper finds four requirements for legal improvement like “a reporting entity”, “a starting point of reporting”, “a
reporting deadline” and “a protection of reporting information” by analyzing the relationship between reporting relating
problems and issues published by overseas institutions and additionally by analyzing the need to revise the law. Finally,
through an analysis of legislative cases, this paper suggests a legal improvement for the requirements.
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Table 1. Number of cyber incidents by year

Year ‘19 20 21 '22.11.
Incidents 418 603 640 1,045

Table 2. domestic media coverage relating to
cyber incident reporting system('23.1~'23.4)

domestic media contents

o the need of improving
incident reporting
related legal system

www.ddaily.co.kr,
www.etnews.com,

news.bizwatch.co.kr, | o the need of improving

www . techm. kr reporting rate

o the need of improving

and others . )
timely reporting
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T T step1 .
domestic media ‘ ,ﬂ Analysis of needs for
coverage improving reporting system

2 problems to be improved in reporting system
(@ unreported & not timely reporting
Y

SEETTTe—— step2
(" Fse report, J . ,
M-TRENDS 2023 | »|  Analysis of problems’ causes
ENISA re ' (relationship between reporting-related issues
port i
.~ -/ and problems, the necessity of law revision)

4 requirements for legal improvement
I a reporting entity @ a starting point of reporting
3 a reporting deadline & a protection of reporting information

. step3

domestic &
foreign laws

Comparative analysis
based on legislative cases

\J
A proposal of legal improvement

Fig. 1. A process from defining reporting-
related problems to a proposal of legal
improvement
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Table 3. 6 practical issues to achieve greater
convergence in cyber incident reporting

category reporting-related issues
(1) operational challenges
(2) setting reporting criteria
(3) culture of timely reporting
(4) early assessment challenges
(5) secure communications
(6) cross-border and cross-sectoral issues

Table 4. 6 factors impeding timely reporting of
the reporting-related issue (3)

6 factors impeding

timely reporting
(3)D a lack of awareness
a fear of reputation damage and
scrutiny from the authority
(3)® inadequate detection capabilities
unclear reporting requirements

category

4
@ open to interpretation
inadequate internal reporting
(3)®
procedures
(3)® a lack of trust on organizational

units

Y A Ak i’ T, Al A Asf el
(3@ FalAm B der ¥2 o] WA Ads
o (3@ ofe] Mol FFsdt ik A 74,

ol #HA Al (3G FAAT i A}
Rt o g oAl WA Ae 8l (3)® Alare] o
gk 22 W AlE F-ZFol) A

AR olelbd, Wl WAl Ax B oA

(4 AT FFEA olelg, il A ol
& Anae ws, o o

& AR AR Fheld

HA B A= FSB LMLI 6714 As)Ata
A el olgpalel g 67FA] A A Ala Al al&
WE A 71E2E 871 o]fAlEt o E Al EF
stoich, AEF A A, Ax o]q.;,\}a D
(6)2 HAfatw AlzA=el waE Algolzla
Fetale] R Foda, o]wAlE) (3)% (3)4] Al
W8-al 6714 AA] Ala A agle R At
ol9rAk} (4)+= Aslesl (3)@3 A FwolA
Absleiar shebste] SR #ola, (3)@9) (3)®-
Z22 Y] Al AAke} FeE o E}Qri %S’J\D‘r

i)

-z

71A] olqpAbalal "w]Alar ‘FM o] A ar i}ﬂ OL%VJ
= A, el e A4S W RS el
A AgRlA] o R-5 FrtE EAsEkch

Table 5.9 ¥4 ZA¥E Avwnwd tjefdl Alx
oA 87EE olarAldl (DI Al Auydr F
o)Ak (6)2 Pl “AA] Al oAd
Aol gixmt W WA FeAe glvka wsisich
W A HeAe] gtz B ol '22.6.10
Az AHFAE A A, A48x2139] A1 F
(o] AS ARFAIAR| 2 AFATL o]n] ke W
Eoll w2 Atz B2 wme AuE o gl
w2 AvE 3 e w3 Al3F(CA1E ot
of M AHajatae] x| wE Alag v 3 7]
o] AL ole} AuE ARE HIr| S HEA T
I ome FFJEYUAETY AA glo] F-fsleof



s} o] i EE
3 NG Algeleka Bekslsich. ol4Ae (3D
o A ALz BaAe] g A4 FEL HA B
ok AP AT, W o] obd wg - Fd
& Bl NG Ageletan gelshlch o)Al
(3)@9] Alzel W s3] o]7lx] 2 SR
Al wjgt Fol e AT, 2

B
kd
[
o
off
ol
——
=
R
ndk
>
>
ot
o,
u
=

N
-
2L
°
o
-
L
j=2a))

Table 5. An analysis for deriving requirements
for legal improvement

A B A&B
reclassified rep(;rf;ir:ig— legal
reporting- rek?l © a need improv

related problems of law ing
I (unreported o >
. revision | require
. not timely ments
reporting)
(1), (6) 0 X X
(2) o @) 0
(3)D 0 X X
(3)@ ) X X
(3)®, (4) ) X X
3)@ ) O o}
(3)®, 3)® 0] X X
(5) O o) 0
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Fig. 2. Cyber Incident detection by external or
internal source
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Table 6. Laws relating to a reporting entity

related laws a reporting entity

Public Interest

Whistleblower .
Protection Act (Article 6) Any person
(Korea)
(§3554) Federal Agency
¥ Reporting System
(www.cisa.gov)
I:“ h M .
FISMA 2014 the 1mpacted user
(US) [J reporting on behalf
of the impacted user
¥ Types of reporting
entity's organizations
include an individual
Act on the

Protection of
Information and | (Article 13) The head of a
Communication | management organization
Infrastructure(9)

(Korea)

Personal
Information (Article 34) Personal
Protection Information Controller

Act(10) (Korea)

(Article 23) Essential or

NIS2(11] important entities in each

(EU)
member state

SOCI Act(12) (30BA) The responsible
(Australia) entity for the asset
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Table 7. Laws including reporting incident Z7)sl= JlAdekS Table 8.3 o] A|Agc}, o] &
occurrence and reporting incident possibility 23 AaAla A olR Zxel A3xke] Ala(A|
related laws types of reporting target )5 8% glen Adata Aae] 545 A
(§3552) ‘incident’ means an Ak AR 2 FiE 4 9ls e R 7]l
occurrence that ot Ax g 5o LR WA 5 gle A
(A) actually or imminently A Ay 5& 283 AE DQd o)
FISMA 2014 jeoparc.lizes, w?'thout lawful
(Us) authority, ( omitted ) or 3.2 A1 7|H(a starting point of reporting)
(B) constitutes a violation
o1.r i'mminent threat 'of Hal AuEAu A4870]3E AsjAby Al
R S L I . I3 A
(Article 23) early warning. b RbAE 542 SPAsha O]D} olel Hs
which, where applicable, Table 9.0 A¥shz =rle] Ao e Al
NIS2 shall indicate whether the o A A1 %‘ﬂi FA7F A oH*h Ay -*Hal%
(EU) significant  incident s QA off” e LA ® w'2 3] sk 9l
suspect of being caused by =5 7415/‘17]‘1113‘3 133+ "dAg “H"i Tt
unlawful or malicious acts XJK}J_ glorl(9), JMAARREY A342E U
( omitted ) S fwm SIEH10). v1 < u skl
(30BD) (1) a evber security SPI(FISMA)®] shotitalal v 2elelata (OMB)
incider.lt has .occ.urre.d, is o] M-15-01C- “stel®l ZAlo] 7|3he] 4be] %74
occurring or is imminent; R oo
(igsctlrsﬁicz) and (ii) the incident has :]—X;]E;EI‘\I}ISL)E ;ﬁf;i’j‘)r”‘ '“2213 Zojj}—;]_ii
had, is having, or is likely vole -
to have, a relevant impact (SOCI Act)®l 30BD= "7 #'(becoming
on the asset
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Table 8. A proposal of legal improvement
relating to a reporting entity of article 48-3

As-Is To-be

@ Any person can

report the actually

occurred or imminent

incident.

Provider of information | @ Where any person

and communications | under clause @ is a

services shall report | provider of information
the cyber incident and communication
service, the provider
shall immediately

report the occurrence
of incident.

Table 9. Laws relating a starting point of reporting

related laws a starting point of reporting
Act on the
Protection of | (Article 13) When the head
Information and | of a management
Communication | organization recognizes that
Infrastructure the occurrence of incidents
(Korea)
Personal (Article 34) when the personal
Information information controller becomes
Protection Act | aware of leakage of personal
(Korea) information
Federal agencies to notify (
ON{)B 1\/515701 omitted ) with confirmed loss
ased on . .
FISMA 2014 of ¢ an?ztted) of reaching the
(US) agencys top-level CSIRT,
SOC, or IT department.
(Article 23) early warning (
NIS2 . .
(EU) omitted ) of becoming aware
of the significant incident,
SOCT Act (30BD) the entity becomes
(Australia) aware that: ( omitted )
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cases((@, @) that can be considered as
a starting point of reporting

(i) informed of
incident occurrence by
competent authorities
web defacement (i) publicly informed
ransomware, etc. of incident occurrence
from external source ||, starting point of reporting
Case @ Case @ (generic case)
L o ) »
incident informed of incident when becoming aware of
occurrence occurrence from external incident occurrence

Fig. 3. Cases(®, @) that can be considered as
a starting point of reporting

Table 10. A proposal of legal improvement relating
a starting point of reporting of article 48-3

As-Is To-be

When a provider of
If a cyber incident information and
occurs, a provider of | communications
information and services becomes
communications aware of the
services occurrence of cyber

incident

Below (i) and (ii) can
be considered as the
time of  becoming
aware of incident
occurrence

¢ newly added 5 .(1). the time  of
incident occurrences
like web defacement
and ransomware

(ii) when the
incident is informed
from external source
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Table 11. Laws relating to a reporting deadline

related laws a reporting deadline

OMB M-15-01
based on
FISMA 2014 (US)

within one hour

(Article 23) early warning

I(\g[sﬁ without undue delay and in
any event within 24 hours
(30BC) within 12 hours in
SOCI Act significant incident
(Australia) (30BD) within 72 hours in

incident

Table 12. A proposal of legal improvement
relating a reporting deadline of article 48-3

As-Is To-be

(In Act) immediately

(In Enforcement Decree) within
1~72 hours

immediately | ¥ it needs to define the specific
deadline with consideration of
reporting entity, the effect of

incident, etc

3.4 MD¥HE H3S(a protection of reporting
information)

D i
34zE NAARE FEA4 Alasofs
3t gl P odulxw woly
Az ALl o £} Sl =g
+71EdT2(NIST) o #o3 AL A8k o
o], olef we} Apo]mEel - QlZetr 5 A (CISA)->
NIST SP 800-61 Rev2(19] ¥ US-CERT
Federal Incident Notification Guideline(20]
of 7jakste] AHsljata AlwE W gk 359 F
271FR T (SOCT Act)& 413 o]-& Zwol|A
o ATAR HFE AL vt
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Al Al48%2]30] Al uA R HTo g x3} Al
A& Table 14.9} 7o) Algksic},

o
Ji=p. <)

E

=

w2

=

=

rlo

Fdsta vl

Table 13. Laws relating to a protection of
reporting information

a protection of
related laws . . .
reporting information
Persona}l (Article 34) reporting
Information information when personal
Protection Act
(Korea) information leakage
FISMA 2014 (83553, §3556) standards and
(US) guidelines of reporting
SOCT Act (Part 4) gathering and
(Australia) using reporting information

Table 14. A proposal of legal improvement
relating a protection of reporting information

As-Is To-be
Reporting information shall
be protected safely.

#  The details of a
( newly added ) | protection  of

reporting
information shall be
prescribed by enforcement

deecree
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Table 15. A proposal of legal improvement of
the front part of clause 1 of article 48-3

reporting entity, the
effect of incident, etc

® Below (i) and (ii)
can be considered as
the time of becoming
aware of incident
occurrence.

(i)  the time of
incident occurrences
like web defacement
and ransomware

(ii) when the
incident is informed
from external source

{ newly added »

@ Reporting
information shall be
protected safely.

{ newly added »

® The details from @
to @ shall be
prescribed by
enforcement decree.

{ newly added »

As-Ts To-be

@ If a cyber incident

. @ Any person can
occurs, a provider of

report a cyber

inf .
lcnoorzmrr?ttllor?icatiaoni incident to MSIT or

. KISA when becoming
services shall

aware of the actually

immediately report L.
occurred incident or

the fact of incident

to MSIT or KISA. imminent incident

@ Where any person
under clause @ is a
provider of
information and
communication
service, the provider
shall immediately
report the incident.

¥ In an enforcement
decree, it needs to
define the specific
deadline within 1~72
hours of becoming
aware of the incident
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